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Understanding DNSSEC…



A world without DNSSEC…
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DNS and Lack of Security

¤ One packet for a DNS query, one packet for a DNS response
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Who are you really?

¤ Client has to trust the source address of the server

¤ But source addresses can be faked or “spoofed”
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Who are you really?



A few cryptography basics …
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Some Cryptography Basics

¤ With public key cryptographic algorithms, keys come in pairs: a public key and a private key
¡ Data encrypted with the public key can be decrypted with the private key
¡ Data signed with the private key and be verified with the public key
¡ Example public key algorithms:

• Oldest and most widely used is RSA
• Newer algorithms based on elliptic curve cryptography (ECC), such as ECDSA, 

EdDSA and several others

¤ A cryptographic hash algorithm produces a fixed-size output called a hash or digest for any 
size input
¡ No two inputs produce the same output
¡ The hash is therefore similar to a “fingerprint” of the document
¡ Example cryptographic hash algorithms: SHA-256, SHA-1 (older), MD5 (even older)
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Hash Function

¤ A cryptographic hash algorithm produces a fixed-size output (fingerprint) called a 
hash or digest for any size input.

Hash
Functiontext à à fixed-size output digest

Hash bc713027e780c5d0a8d452b3df9f58dcOne ring to rule them all

b18d5f6790d95dc29235f3bd2bbf00d7HashOne ping to rule them all

Example of MD5 digests (an MD5 hash is created by taking a 
string of an any length and encoding it into a 128-bit fingerprint):

71532c21ac6551759758aaddba2c557aHashOne ring
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Private and Public Keys
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Digital Signature

¤ We may combine hash with private and public key, to obtain a digital 
signature of any text

Hashing + Encrypt = Digital Signature

Text
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Digital Signature

Pub
lic

(or with private key)

• To verify the digital signature I need the text and the public key (or private key if signed with public key)



So, DNSSEC ?

Fasten your seatbelts …
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DNS Threats @DNS ecosystem

Man in the middle and 
information exfiltration

Cache poisoning

Modified Data

SECDRY

Spoofing
Corrupted data

TLD registries and domain name 
registrars provide critical services 
downstream:

• Registration platform
• Management platform
• Billing platform

DNSSEC
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What DNSSEC Does

¤ DNSSEC uses public-key cryptography and digital signatures to provide:
¡ Data origin authentication

• “Did this response really come from the example.com zone authority?”
¡ Data integrity

• “Did an attacker (e.g., a man in the middle) modify the data in this response since the 
data was originally signed?”

¤ DNSSEC offers protection against spoofing of DNS data (and so, for attacks like cache-
poisoning, etc.).
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What DNSSEC Doesn’t Do

¤ DNSSEC does not:

¡ Provide any confidentiality for DNS data
• No encryption.
• Transferred data will be readable for person-in-the-middle.

¡ Address attacks against DNS software
• DDoS
• “packets of death”
• Etc.



DNSSEC Signing

DNSSEC enabled authoritative explained …
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Signing DNS Data

¤ In DNSSEC, each zone has a public/private key pair

¤ Data in the zone is signed with the private key
¡ Signing the data is usually de-coupled from serving the data
¡ The design allows data to be signed ahead of time rather than “on the fly” for each 

response

¤ Important: In DNSSEC, DNS data is signed, not DNS messages
¡ Signing messages is called transaction security
¡ A separate protocol called TSIG handles that
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Zone Key Pairs

¤ The zone’s public key is published in the zone in a specific record.

¤ The zone’s private key is kept safe:
¡ The amount of protection required depends on how the zone owner evaluate the risks 

involved in case the private key is disclosed or compromised.

¤ Options for protecting a zone’s private key:
¡ Stored on-line in some encrypted form, only decrypted when needed for signing data

• The minimum.
¡ Stored offline also in some encrypted form

• Offers more protection.
¡ Stored in a hardware security module (HSM)

• Offers the most protection but overkill (may also be costly) for many applications.
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Recalling Resource Records (RR)

• Data associated with domain names is contained in Resource Records.

DNSSEC adds 
some others:

• DNSKEY
• RRSIG
• NSEC
• DS

• A IPv4 address
• AAAA IPv6 address
• NS Name of an authoritative name server
• SOA “Start of authority”, appears at zone apex
• CNAME Name of an alias to another domain name
• MX Name of a “mail exchange server”
• PTR IP address encoded as a domain name

(for reverse mapping)
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New Resource Records

RRSIG

DNSKEY

Signed Resource Records

Public Key
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New Resource Records

DS Delegation Signer  
(Chain of Trust pointer)

Root Zone

Public
key

.example Zone

simple.example

Private
key

sign

sign

A record for
simple.example.com

sign

Root zone KSK

The mechanism for “trusting” the information needed to verify the digital signature of DNS 
information is based on each “parent” zone certifying the authenticity of said information 

about its “children”. But… the Root zone has no parent. So we need a “trustworthy” 
mechanism to guarantee the authenticity of the Root’s signature.



Securing the “private” key for DNS Root 
signing…
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The key for signing the Root is stored in 
a device called a “hardware security 
module” (HSM) whose sole purpose is to 
securely store cryptographic keys. The 
device is designed to be tamper-proof. If 
anyone tries to open it, the contents will 
self-destruct.

Security of the key to sign the Root
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Security of the key to sign the Root

There are seven smart cards that can 
activate each device. The device is 
configured so that 3 of the 7 smart cards 
must be present for it to be usable.

This means that if I do not have at least 3 
of the 7 cards, I will not be able to access 
the contents of the device.



| 27

Security of the key to sign the Root

Each smart card is assigned to a 
different member of the ICANN 
community, known as a “Trusted 
Community Representative” (TCR)

Therefore, to access the signing key, at 
least three of these TCRs must meet in 
person.

These planned events are called key 
signing ceremonies.
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The HSM is stored inside a high-security 
safe, which can only be opened by a 
designated person, the “safety 
controller”. The integrity of the safe is 
monitored with seismic and temperature 
sensors, among others.

Security of the key to sign the Root
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Each TCR's smart card is stored in a 
second credential safe containing a 
series of security boxes. Each security 
box is accessed by a mechanical key 
that the TCR carries with him or her and 
keeps secure between ceremonies.

Security of the key to sign the Root
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The two safes are kept in a secure, 
radio-frequency-isolated metal cage, 
which can only be opened jointly by two 
designated persons: the “administrator of 
the ceremony” and the “internal witness.” 

The room is monitored with intrusion and 
motion sensors and its access is 
controlled with biometric mechanisms.

Security of the key to sign the Root
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The secure room is located within a 
larger room where ceremonies involving 
TCRs and others are held. Ceremonies 
are video streamed, witnessed by 
participants and others, and audited by a 
third-party auditing firm.

Access to this room must be granted by 
another designated person, the “Physical 
Access Control Administrator,” who is not 
on-site, and through biometric access 
controls.

Security of the key to sign the Root
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The ceremony rooms, known as “Key Management Facilities” (KMFs), are located within two 
third-party-monitored facilities (Data Centers), one on the East Coast and one on the West 
Coast of the United States.

Security of the key to sign the Root



| 33

Each ceremony is organized using a complete script that identifies each individual step 
that must be performed.

Security of the key to sign the Root



Visit us at icann.org
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Engage with ICANN – Thank You and Questions


